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ABOUT
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What is penetration testing?

Penetration testing stages

A penetration test, , is a simulated cyberattack against your 
computer
system to check for exploitable Susceptibilities. In the context of web 
application security,
penetration testing is commonly used to augment a web application 
firewall (WAF).

also known as a pen test

Pen testing can involve the attempted breaching of any number of application systems, 
 to uncover 

Susceptibilities, such
as unsanitized inputs that are susceptible to code injection attacks
(e.g.,
Application protocol interfaces (APIs), frontend/backend servers)

Insights provided by the penetration test can be used to fine-tune your WAF 
security policies and patch detected Susceptibilities



Why is pen testing important?

When should you pen test?

Penetration tests let companies evaluate the overall security of their IT 
infrastructure. A company
may have robust security protocols in one area, but be 
lacking in another. The high cost of a
successful cyberattack means no company 
should wait for a real-world scenario to play out before
going on offense. Using 
penetration testing tools to expose holes in a business's security layer
allows 
security experts and Pen Testers to address any shortcomings before they become 
critical
liabilities.

Some companies make the mistake of starting a pen test too early on a network or 
system
deployment. 


When a system or network is being deployed, changes are constantly occurring, and 
if
a pen test is undertaken too early in that process, it might not be able to catch 
possible future
security holes. 


In general, a pen test should be done right before a system is put into
production, 
once the system is no longer in a state of constant change.

Test Security Controls

Find Real-World Susceptibilities

 - Gain insights into the overall health of your application, 
network, and physical
security layers.




 - Expose endpoints in your computer systems most 
susceptible to
attacks from adversaries.




- Companies can maintain information security in compliance with 
industry standards
for penetration testing.




 - Penetration testing assists businesses in prioritizing and 
addressing their
Susceptibility with a security program.

Ensure Compliance 

Reinforce Security Posture

It is ideal to test any system or software before it is put into production. 


Most companies do not
adhere to this recommendation because they are eager to 
get their 
quickly. 


Companies might also fail to follow this best practice because a project has 
exceeded its
deadline or budget. 


These factors make companies enthusiastic to push their new services live
without 
having conducted the proper security assessments. 


This is a risk that needs to be
evaluated and put in perspective when deploying 
new systems.

return on investment (ROI)
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Regular comprehensive network scans are essential for keeping your 
network secure and resilient. By routinely scanning for vulnerabilities, you 
can identify and address potential security risks before they are exploited by 
attackers, ensuring the continuous protection of your systems and data.
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We performed penetration scans on the following targets:



TARGET 

DETAILS 

https://sample2.com

http://sample.com

192.168.100.1

192.169.1.45

https://example1.com

https://example2.com

10.1.1.1
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https://sample2.com/
about:blank
about:blank
about:blank
about:blank
https://example2.com/


The pen test that was conducted discovered a . The vertical 
section is for the Risk and the horizontal section is the confidence with which it 
reports the risk probability. The following table summarizes the Risk and  
confidence of the findings identified during this Penetration Testing: 

 total of 411 severity

SUMMARY  

FINDINGS

05

C
o

n
fi

d
en

ce
 

High 

Risk High 

Medium 

Medium 

Low 

Informational 

0 106
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TOP 10  

RISK Discovered
The following table contains the Top 10 web application security risk
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Application Security RiskSr. No. Vulnerability Status

Broken Access Control

Cryptographic Failures

Injection

Insecure Design

Security Misconfiguration 

Vulnerable And Outdated Components 

Identification And Authentication Failures

Software And Data Integrity Failures

Security Logging And Monitoring Failures 

Server-Side Request  Forgery (SSRF) 

Vulnerabilities Identified

Vulnerabilities Identified

Vulnerabilities Identified

No Vulnerabilities Identified

No Vulnerabilities Identified

No Vulnerabilities Identified

No Vulnerabilities Identified

No Vulnerabilities Identified

No Vulnerabilities Identified

No Vulnerabilities Identified
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Severity 


 Characteristics
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When categorized into high, medium, and low levels, Severity characteristics are often


used to prioritize issues or incidents based on their impact, urgency, and criticality.


Here's a breakdown of the characteristics typically associated with high, medium, and


low severity levels:

Critical impact on system functionality or data integrity.


Affects a large number of users or critical business processes.

Requires immediate attention and resolution.


Rapid response and intervention are essential

Critical errors or failures that significantly impair system 
functionality.


Security breaches or Susceptibilities that pose a severe threat.


Outages or disruptions affecting core services.

High Severity

Impact

Urgency

Characteristics
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Moderate impact on system functionality or data integrity.


Affects a subset of users or non-critical business processes.

Requires attention and resolution within a reasonable timeframe.


A timely response is necessary, but immediate action may not be 
critical.

Errors or issues that impact specific functionalities but not the 
entire system.


Performance degradation that affects user experience.


Security Susceptibilities with a moderate level of risk.

Medium Severity

Impact

Urgency

Characteristics

Low impact on system functionality or data integrity.


Affects a small number of users or has minimal business impact.

Requires attention, but resolution may not be time-sensitive.


Can be addressed during regular maintenance or planned updates.

Minor errors or warnings that do not significantly impact overall 
system performance.


Cosmetic issues or non-critical functionalities experiencing glitches.


Low-risk security findings or Susceptibilities

Low Severity

Impact

Urgency

Characteristics



NOTES 
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State classifications for ports include open, closed, filtered, unfiltered, open | filtered, and 
closed |
filtered.

A closed port is accessible (it receives probing packets and 
responds to them), but no service is
actively using it. They can be 
useful for OS detection as well as for verifying that a host is up on 
that IP
address. Since closed ports can still be accessed, it could be 
wo rthwhile to search later in case any
do. Administrators might wish 
to think about using a firewall to block certain ports.

Due to packet filtering, Susceptibility scanner is unable to detect 
whether the port is open because its
probes cannot access the 
port. A dedicated firewall device, router rules, or host-based 
firewall
software may be used for the filtering. Hackers are 
frustrated by these ports since they offer scant
information. Filters 
that just drop probes without responding are much more prevalent 
than those that
occasionally answer with ICMP error signals, such 
as type 3 code 13 (destination unreachable:
communication 
administratively banned). As a result, Penetration testing is 
compelled to retry
numerous times in case the probe was dropped 
due to network congestion and not filtering.

Open

Closed

Filtered

An application is actively accepting TCP connections, UDP 
datagrams or SCTP associations on this
port. Finding these is 
often the primary goal of port scanning. An open port is an 
avenue for attack.
Attackers want to exploit the open ports, while 
administrators try to close or protect them with firewalls


without thwarting legitimate users. Open ports are also 
interesting for non security scans because they
show services 
available for use on the network.
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When Susceptibility scanner is unable to detect whether a port is 
open or filtered, it places ports in this
state. This happens with scan 
kinds where open ports don't respond. A packet filter may have 
blocked
the probe or the responses it generated, which would 
explain why there was no answer. Susceptibility
scanner therefore 
cannot be certain if the port is open or being filtered. Ports are 
categorized in this
fashion by the UDP, IP protocol.

When Susceptibility scanner is unable to detect whether a port is 
closed or filtered, this status is
utilised. Only the IP ID idle scan is 
utilised with it.

Unfiltered

Open/ Filtered

Closed? Filtered

An accessible port is in the unfiltered state when Susceptibility 
scanner cannot tell whether it is open


or closed. This state is only assigned to ports by the ACK scan, 
which is used to map firewall rulesets.


It may be possible to determine whether a port is open by 
scanning unfiltered ports with other scan


types like Window scan.


